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Purpose of this document 

This guide is intended to provide the necessary information required to perform a 

successful installation and configuration of Insight Analytics in your environment.  

Prerequisites 

As Insight Analytics is a SaaS application, we require Microsoft Entra ID. 

Depending on the data you want to visualize, we will need read access to various Azure 

resources such as Entra ID, Intune and Defender. 

On-prem services 

If you have on-prem resources such as Microsoft Configuration Manager, 3rd party vendors 

such as Palo Alto Traps, Cisco Umbrella, Microsoft SQL, you will need to install Insight 

Analytics Sync on a server residing in your local environment. 

Insight Analytics Sync will be installed as a Windows Service, so requirement will be a 

Windows device, normally a server. 

Insight Analytics Sync require Microsoft .NET 8 Runtime that must be installed prior to the 

installation of Insight Analytics Sync. The installation does not require reboot. 

https://dotnet.microsoft.com/en-us/download/dotnet/8.0 

Creating Azure Resources for Insight Analytics 

Insight Analytics need to access data in your Azure tenant for visualizing data, giving data 

foundation for compliance, asset overview and more. 

Insight Analytics requires an Azure App Registration providing Microsoft Graph API access to 

various data such as Entra ID, Defender, Intune and Log Analytics. 

Log into Azure where an account that has permissions to create an App Registration. One of 

the following roles is required: 

• Global Administrator 

• Privileged Role Administrator 

• Application Administrator 

 

https://dotnet.microsoft.com/en-us/download/dotnet/8.0
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Choose New registration and configure the following: 

Name: Insight Analytics data access  

(can be any name, but avoid using “twoday Insight Analytics” as this is used elsewhere) 

Supported account types: Accounts in this organizational directory only (Single tenant) 

Click Register 

Choose: API permissions 

Click Add a permission and select Microsoft Graph 

 

Select Application permissions.  

 

Assign the following Application permissions: 

AccessReview.Read.All  

AuditLog.Read.All   

Device.Read.All  

DeviceManagementServiceConfig.Read.All 

DeviceManagementManagedDevices.Read.All 

DeviceManagementConfiguration.Read.All 

Directory.Read.All 

Domain.Read.All 

Group.Read.All  

IdentityRiskEvent.Read.All 

IdentityRiskyUser.Read.All  

Organization.Read.All 

PrivilegedAccess.Read.AzureADGroup 

SecurityEvents.Read.All 

User.Read.All 

 

Click Add the permission. 

 

Again, click “Add a permission”. Click the “APIs my organization uses” tab and type 

“WindowsDefenderATP” in the search field and select it from the list. 

 

Select Application permissions.  
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Assign the following Application permissions 

AdvancedQuery.Read.All 

Alert.Read.All 

Machine.Read.All: 

Score.Read.All 

SecurityRecommendation.Read.All 

Software.Read.All 

Vulnerability.Read.All 

 

Click Add the permission. 

 

Click Grant admin consent for the App registration. 

 

Consent the Frontend 

To be able to access the Insight Analytics frontend, the Enterprise Application need to be 

added and contented in Microsoft Entra ID. 

Still with a user with the role described in the above section, access the following URL from 

a browser: 

https://login.microsoftonline.com/organizations/adminconsent?client_id=1ad2ef80-3556-

4016-868d-6459ef90ddaa 

or access to frontend directly 

https://ia.ctglobalservices.com 

You will be asked to content on behalf of your organization.  

Click the "Accept" button to grant consent, and the Enterprise Application will be registered 

for your organization. 

Granting User Access 

For users to effectively utilize Insight Analytics, they must be granted access and assigned 

specific roles. Follow these steps as an Azure administrator: 

Access the Azure portal. 

Navigate to Entra ID. 

Locate and select "Enterprise Applications." Search for "twoday Insight Analytics." 

https://login.microsoftonline.com/organizations/adminconsent?client_id=1ad2ef80-3556-4016-868d-6459ef90ddaa
https://login.microsoftonline.com/organizations/adminconsent?client_id=1ad2ef80-3556-4016-868d-6459ef90ddaa
https://ia.ctglobalservices.com/
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In your search results, you will typically find two applications: one named "twoday Insight 

Analytics" and another named "twoday Insight Analytics API." Disregard "twoday Insight 

Analytics API" and select "twoday Insight Analytics." 

Under "Users and groups," add the relevant users or groups. 

For each user or group, assign an appropriate role from the available Insight Analytics App 

Roles, which include: 

• Reader: This role allows users to view views and widgets but does not permit them 

to create, edit, or delete anything. 

• Contributor: Users with this role can add, edit, and delete widgets, groups, and 

views but are restricted from accessing certain administrative functions. 

• Administrator: Administrators possess full control over all aspects of Insight 

Analytics. 

Please be aware that the "Default Access" role does not provide access to Insight Analytics. 

Once this process is completed, you can verify the access by having one of the added users 

access https://ia.ctglobalservices.com 

Firewall urls 

 

Allow the following urls to be accessed from the server running IA Sync: 

 

a. https://graph.microsoft.com 

b. https://login.windows.net 

c. https://api-eu.securitycenter.microsoft.com 

d. https://api.securitycenter.windows.com 

 

Configure access for Log Analytics connectors 

Make sure you have completed the step for “Grant api permissions to Azure based 

connectors” 

1. Make sure you have the Name for the Insight Analytics App Registration you created 

in previous step. 

2. Login to portal.azure.com and navigate to Log Analytics workspaces. 

3. Select the Log Analytics workspace you want to read data from. 

4. In the Overview, note the Workspace ID 

5. Navigate to Access control (IAM) 

6. Click the Add button. Select the Add role assignment. 

7. Select the Log Analytics Reader role. Click Next. 

https://ia.ctglobalservices.com/
https://graph.microsoft.com/
https://login.windows.net/
https://api-eu.securitycenter.microsoft.com/
https://api.securitycenter.windows.com/
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8. Select Assign access to: User, group or service principal. Click Select members. 

9. In the select textbox, enter the name of the Insight Analytics Enterprise App created 

in previous step. Note this is NOT the “twoday Insight Analytics” created for the 

frontend access. 

10. Select the Name so it is in the list of selected members. 

11. Click Select. 

12. Add an options description, review, and create the Role Assignment. 

 

When configuring the Insight Analytics Log Analytics connector, you will need the App 

Registration Application ID, the Entra ID Tenant ID and the Workspace ID for the Log 

Analytics Workspace you just configured. 

Configure Entra ID Sign-in logs to be pushed to 
Log Analytics 

The Security & Compliance Area in Insight Analytics rely on Entra ID Sign-ins log being 

present in an Azure Log Analytics Workspace. 

This will briefly describe how to configure that link. 

1. Make sure you have Log Analytics Workspace available to holding Entra ID Sign-in 

Logs or create one for the purpose. 

2. In the Azure Portal, navigate to Microsoft Entra ID. 

3. In the menu, select Diagnostic settings. 

4. Review any existing Diagnostic settings for SigninLogs, if exist, consider using this 

for Insight Analytics. 

5. Click Add diagnostic setting. 

6. Give a friendly name, e.g. Insight Analytics. 

7. In the Logs checkbox list, check SigninLogs. 

8. In the Destination details list, select Send to Log Analytics workspace. 

9. Select the Subscription and Log Analytics workspace. 

10. Click Save. 

 

Once configured it can be used with Insight Analytics by configuring a Log Analytics 

connector, specify the details for the Log Analytics Workspace and selecting that the 

configured Log Analytics workspace holds Azure AD Sign-in Logs. 


